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Guidance Document

on self-assessment for public and private entities
regarding the key requirements of the Personal
Data Protection Law of Saudi Arabia
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V. This guidance document is designed to support the organizations to complete the self-
assessment questionnaire on the Saudi Personal Data Protection Law (“PDPL”). Unless
otherwise specified in this guidance document, all articles mentioned in it refer to articles of
the PDPL. All terms used in this guidance document have the same meaning, as in the
PDPL.

Y. The examples specified in this guidance document are presented purely for illustrative
purposes.

Y. This guidance document may be updated after the Executive Regulations to the PDPL are
adopted and guidance documents on the data privacy topics mentioned in this document are
issued (e.g. processing principles, lawful basis for processing, consent, cross-border
transfers, etc.).

¢, The self-assessment questionnaire must be completed by data privacy, legal or compliance
specialist of the organization.
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Is personal data collected for specified and lawful purposes?
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Explanation of Question No. 1.1:

What is a specified purpose?

You need to have a specified purpose (reason), why you are using the personal data.
Your organization must determine the purpose of collection of personal data. The
purpose must be documented by your organization, e.g. in the records of processing
activities.

Example: An HR department collects the CV of potential candidates for new roles. The
specific purpose is to screen whether new candidates are suitable for new roles within
the organization.

What is a lawful purpose?
You must ensure that your organization collects personal data based on a lawful basis

(as the lawful bases are determined in Art. 5 and 6). You must not do anything with the
personal data in breach of the laws of Saudi Arabia.
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Answer to Question No. 1.1:
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Is personal data relevant, limited and minimized to what is necessary in relation
to the purposes for which it is processed?
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Explanation of Question No.1.2:

Your organization must not collect more personal data than it needs to achieve the
purpose of processing of personal data. If you do not strictly need personal data, you
must not collect it.
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Is personal data kept only for as long as it is necessary for the purposes for
which it is processed?
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Explanation of Question No.1.3:

Your organization must only process personal data for as long as you need it, unless
you are obligated to keep it under the laws that apply to your organization (e.g.
specific laws of the sector in which your organization operates in).
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Is personal data accurate, complete and kept up to date?
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Explanation of Question No.1.4:
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Your organization must regularly review personal data that it holds to ensure that it is
accurate, complete and up to date. You must also provide an opportunity to your
customers and employees to review their personal data and update it, where
necessary.

Example: A bank has a section on its customer website, where every user can update
his personal data.
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Are privacy notices clearly provided to data subjects informing them of the legal
basis for processing and the purpose of processing as well as all other
information, as set out in Art. 12 and Art. 13 (including the rights of the data
subjects specified in Art. 4)?
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2. Privacy Notices
and Data Subject
Rights
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Explanation of Question No. 2.1:

The privacy notice must include the following information (pursuant to Art. 12 and 13):

e Legal basis for collecting personal data.

e The purpose of collecting data subject’s personal data, and whether
collecting all or some of it is mandatory or optional, and informing data
subject also that his data will not be processed later in a manner inconsistent
with the purpose of its collection or in cases other than those stipulated in Art.
Ve

e Types of personal data to be collected.

e Means used for collection, processing, storage and destruction of personal
data.

e The identity of the data controller, collecting the personal data and its
address, unless the collection is for security purposes.

e The entity(ies) to which the personal data will be disclosed, their role, and
whether the personal data will be transferred, disclosed or processed outside

the Kingdom.

e Possible effects and dangers of not completing the personal data collection
procedure.

e The rights of data subjects stipulated in Article 4 of the PDPL which are as
follows.

o The right to be informed of the legal basis and purpose for collecting
your personal data.

o The right to have access to your personal data.

o The right to obtain a copy of your personal data in a readable and clear

format.

o  The right to request correction, completion or updating of your personal
data.

o The right to request erasure of your personal data if it is no longer
needed.

o The right to withdraw your consent to processing of your personal data
(when you give such).
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Do you have a procedure for a data subject to raise a request regarding his/her
rights?
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Explanation of Question No. 2.2:

All organizations need to respond to data subject rights. Organizations, therefore,
need to have appropriate documentation that specify how such rights must be
responded to (e.g. policies, procedures, subject access right request forms, etc.).
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Are data subjects able to access their personal data and request copies of their
personal data?
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Explanation of Question No. 2.3:

Data subjects may access their personal data and request its copies through various
channels. For example, via email, phone or through a messaging app on the
company’s website.
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Do you maintain processes for correcting, completing or updating personal data
for the data subject?
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Explanation of Question No. 2.4:

You must have a process and procedure in place, whereby you can update or correct
the personal data of an individual upon his request.
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Where a data subject requests the destruction of personal data, do you take
every reasonable step to erase all data, links, action logs (where they identify
individuals) and copies subject to any exemptions as set out in Art. 18?
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Explanation of Question No. 2.5:

If the data subject requests you to delete his/her personal data you must fully delete it
from all systems of your organization, including from the archive. You may retain the
personal data only in the following cases (under Art. 18):

e  Other laws of Saudi Arabia require you to store this personal data for some

period.

e You are facing judicial procedures for which the personal data is required.
However, after the above cases are no longer relevant, you must delete the personal
data which the data subject requested you to delete.
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Are you able to demonstrate that data subjects have consented to the
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processing of their data (where applicable)?
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Explanation of Question No. 3.1:

If you collect consents of data subject (where required by the PDPL) you must record
and store all such consents in the systems of your organization.
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Are consent requests clearly distinguishable from other terms and conditions,
prepared in an intelligible and accessible form, and written in clear and plain
language?
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Explanation of Question No. 3.2:

In order to collect a consent from a data subject, you must request such a consent.
Such a request must not be combined with any other terms and conditions — e.g.
conditions for sale of products or performance of services. The request for consent
must be presented to the data subject as a separate document which the data subject
can easily find and review. The consent request must be concise and must be written
in a language that any person can understand — e.g. without legal education.
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Can data subjects at any time withdraw their consent to data processing?
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Explanation of Question No. 3.3:

You must provide data subjects with an opportunity to withdraw their consent at any
time. The mechanism of such withdrawal must be easy and straightforward for the
data subject — not more difficult as it was to give consent in the first place.
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4.1 Unless you obtained consent as a basis of processing - have you identified any
of the below legal bases to proceed personal data:
4.1.1 the processing serves actual interests of the data subject, but
communicating with the data subject is impossible or difficult; or
4.1.2 the processing is performed pursuant to another law or in
implementation of a previous agreement to which the data subject is a
party; or
4.1.3 the controller is a public entity and the processing is required for
security purposes or to satisfy judicial requirements; or
4.1.4 the processing is necessary for the purpose of legitimate interest of the
controller, provided that no sensitive data is processed?
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4. Legal Basis
Processing




auihgll Cililul 5)ls) cuiso
National Data
Management Office

dpad il byl Al alas bl Lalal) Aliuy) Al

Legal Requirements Checklist

RAAN
A YAV
AVAVE

1) ) Qg £

Gl e iy ALl ais g e M dgall Zlind dgaabin (e 488 gall 380 () g Dpad sl i) dallas Jaf (g0
(i Laggf) 00

Qa }i Jiaiise i) Cabia & Jaal sl 081 cclilall Caalial dlasll CJLAA\ Aallaall paad ]
Lt Ul bl aalia (58 Al 380 3455 & 5l AT Qi W dadledl o @
Agilail) clllaial) Al of Agial (al e Y A sllae Aalledll Sile G o8 oSl dgn @
Ll clily (ol Aallas e Jayiy oSl dgal e 5 bl aliaall (i jal 4y ) 5 e dallaall
Explanation of Question No. 4.1:

In order to process personal data you need a valid reason to do so. If you have not
used consent you may use any of the following reasons (whichever is suitable):

e The processing serves actual interests of the data subject, but
communicating with the data subject is impossible or difficult.

e The processing is performed pursuant to another law or in implementation of
a previous agreement to which the data subject is a party.

e The controller is a public entity and the processing is required for security
purposes or to satisfy judicial requirements.

e The processing is necessary for the purpose of legitimate interest of the
controller, provided that no sensitive data is processed.
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Where personal data is not obtained directly from data subjects, do you collect
such personal data in accordance with one of the requirements under article 10?
When you want to use personal data for other purpose than for which it was
collected, do you comply with one of the requirements under article 10?
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Explanation of Question No. 5.1:

If you do not obtain personal data directly from the individual, or you change the
purpose of processing - you will need to comply with Art 10.
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5. Collecting
personal data
not directly from
the data subject
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Do you maintain policies and procedures for contracting and conducting due
diligence on processors and sub-processors to ensure they have the necessary
guarantees to safeguard the personal data processed?
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Explanation of Question No. 6.1:

In order to ensure that the processors you contract with have appropriate controls in
place to safeguard the personal data you will need to ensure that you have conducted
sufficient due diligence on them through for example a third party questionnaire to
understand what controls and safeguards they have in place for protecting personal
data.
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When you disclose personal data, do you do so only in accordance with one of
the safeguards under Art. 15 and subject to Art. 16?
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Explanation of Question No. 7.1:

Before disclosing personal data, you must take the following steps:

Step 1 - You must check that you have an applicable ground to disclose the personal
data under Art. 15.

Step 2 - If you do have an applicable ground for disclosure, you then need to check if
any of the restrictions of Art. 16 apply. If any of such restrictions apply — you must not
disclose the personal data.
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When you correct, complete or update personal data, do you inform other

entities to which the personal data has been transferred of such changes?
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Explanation of Question No. 7.2:
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Legal Requirements Checklist

If you get a subject access request requiring you to update the personal data of an
individual, you must ensure that if you shared such personal data with other entities,
you request such entities to update this personal data in their systems.
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Do you destroy the personal data that you process once it is no longer
necessary for the purpose for which it was collected in accordance with the
requirements of Art. 18?
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Explanation of Question No. 8.1:

You must only process personal data for as long as you need it, unless you are
required to retain it for a legal obligation.

On expiration of the determined retention period you may retain personal data only in
the following cases:
e There is another legal basis to keep the personal data.
e If the personal data is closely related to a case under consideration before a
court and the retention of the personal data is required for that purpose.
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Have you implemented appropriate technical or organizational measures to
ensure security of personal data, including its protection during transfers?
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Legal Requirements Checklist
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Explanation of Question No. 9.1:

An organization needs to have adequate technical and organizational measures to
safeguard the personal data. Such controls are required to protect the confidentiality,
integrity and availability of the personal data during its transmission and storage.
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Do you have a documented procedure (or equivalent) to notify the Competent
Authority of a personal data breach?
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Explanation of Question No. 10.1:

You should have in place a Data Breach Handling Policy and Procedure in order to
respond to personal data breaches. This document must also instruct you on when
and how you must make notifications to the competent authority and data subjects
(where required).
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Do you conduct data protection impact assessments (in accordance with Art. 22
of the PDPL) on an ongoing basis?
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Explanation of Question No. 11.1:

You must assess data privacy risks (risks of violating the PDPL) in relation to every
product and a service that you plan to offer to the public.
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Do you process Health Data?
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Explanation of Question No. 12.1:

Health Data is personal data that includes any personal data related to an individual's
health condition, whether their physical, mental or psychological conditions, or related
to health services received by that individual.
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Question No. 12.2:
If you process Health Data, have you implemented the extra controls as set out in Art
237 This must include restricting the right to access to health data to the minimum
number of employees.
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Explanation of Question No. 12.2:
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Legal Requirements Checklist

If you process Health Data, you must ensure the following:

e Restricting the right to access Health Data, including medical files, to the
minimum number of employees and only to the extent necessary to provide
the required Health Services.

e Restricting Health Data Processing procedures and operations to the
minimum extent possible of employees and workers as necessary to provide
Health Services or offer health insurance programs.
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Answer to Question No. 12.2:
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Do you process Credit Data?
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Explanation of Question No. 13.1:

Credit Data is personal data that includes any personal data related to an individual's
request for, or obtaining of, financing from a financing entity, whether for a personal or
family purpose, including any data relating to that individual’s ability to obtain and
repay debts, and the credit history of that person.
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If you process Credit Data, have you implemented the extra controls as set out
in Art. 24?
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Legal Requirements Checklist

Explanation of Question No. 13.2:

If you process Credit Data, you must ensure the following:

e Implement appropriate measures to verify that the data subject has given
their explicit consent to the collection of the personal data, changing the
purpose of the collection, or disclosure or publishing of the personal data in
accordance with the provisions of this law and the credit information law.

e Requiring that the data subject be notified when a request for disclosure of
their Credit Data is received from any entity.
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Do you use personal means of communication (such as post and/or email) for
advertising and/or awareness?
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Explanation of Question No. 14.1:

Such communication includes sending emails, text messages, push-natifications, etc.
to inform the data subject of some commercial, marketing or other information.
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Do you conduct such advertising and/or awareness in accordance with the
requirements of the Art. 25 of the PDPL?
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Explanation of Question No. 14.2:
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Legal Requirements Checklist

Unless you are a public entity, you must comply with following requirements before
sending advertising and awareness materials:

e The target recipient must provide a clear consent for such communication.
e The target recipient must have a clear mechanism to request stopping
receiving such materials.
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If you process personal data for marketing purposes, do you collect consent for
such marketing and do you ensure that no sensitive data is collected for such
marketing purposes?
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Explanation of Question No. 15.1:

If you process personal data for marketing purposes, you must meet the following
additional requirements:

e You obtain consent from the data subject for such processing;

e No sensitive personal data can be used for such marketing.
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When collecting consent for marketing purposes is such collection of consent
in accordance with the PDPL?
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Explanation of Question No. 15.Y:

Please see the comments on the consent in sections 3.1, 3.2 and 3.3 of this
document.
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Do you process personal data for scientific, research, or statistical purposes? If
so, do you comply with Art. 27?
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Explanation of Question No. 16.1:

If you process personal data for scientific, research, or statistical purposes you must
comply with all the requirements of the PDPL.

Additionally, you may process personal data for such purposes without the consent of
the data subject in the following cases:

e such data it does not specifically identify the data subject (e.g. the data is
anonymized);

e the evidence of the data subject’s identity will be destroyed during the
processing and prior to disclosure of such data to any other entity, if it is not
sensitive data.

® if personal data is collected or processed for these purposes is required by

another law or in implementation of a previous agreement to which the data
subject is a party.
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Legal Requirements Checklist
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Do you process official documents? If so, do you restrict the copying of official
documents to the cases as set out in Art. 28 of the PDPL?
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Explanation of Question No. 17.1:
You must not copy official document where data subjects are identifiable, unless:
e itisrequired by the law or
e acompetent public authority requests copying such documents pursuant to
the Regulations.
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18.1 Do you transfer, store or process personal data outside Saudi Arabia?
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Explanation of Question No. 18.1:

Any use of personal data which assumes transfers outside the borders of Saudi Arabia
means processing outside Saudi Arabia (e.g. storage of personal data in cloud storage
systems hosted outside Saudi Arabia).
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Have you created and maintained a record of how you process personal data in
accordance with the requirements of Art. 31?
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Explanation of Question No. 19.1:
It is a document which describes how the personal data is processed across your
organization. You must specify in this document at least the following:
e  Contact details of your organization and the controller (if your organization is
not a controller, but a processor).
e The purpose of the personal data processing.
e  Description of the categories of personal data subjects.
e Any other entity to which personal data has been, or will be, disclosed.
e Whether the Personal Data has been or will be transferred outside Saudi
Arabia or disclosed to an entity outside Saudi Arabia.
e The expected period for which personal data shall be retained.
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Do you have a governance and operating model for data protection within your
organization?
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Explanation of Question No. 20.1:

It is a clear and structured description of the data privacy function within your
organization. It must show how various employees and divisions in your organization
cooperate with each other on various data privacy issues.

20.Accountability
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Do you train all employees that handle personal data on PDPL requirements —
including on processing activities, controls, privacy impact assessments,
audits, data subject rights, reporting lines and privacy by design and on the
potential impact of non-compliance?
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Explanation of Question No. 20.2:

Your employees that deal with personal data (e.g. IT department, HR department,
etc.) must undergo regular training on data privacy.

Data privacy training may include, for instance, introduction to:
e data privacy concepts;
e data privacy function and practices of your organization.
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Do you have an appointed Data Protection Officer (DPO)? Does he/she have
reporting authority to the highest level of management, necessary resources,
independence, and authority to ensure compliance with the PDPL?
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Explanation of Question No. 20.3:
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Data Privacy Officer is the main person in your organization who is responsible for
data privacy issues. He must have reporting authority to the highest level of
management, necessary resources, independence, and authority to ensure
compliance with the PDPL.
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Do you have a single approach (e.g. rules and standards) in relation to
processing and storage of personal data across your organization (including all
of its subsidiaries, where applicable)?
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Explanation of Question No. 20.4:

It means that your organization has common standards and requirements to all
personal data processed across all your organization (including its branches). Such
standards and requirements must be specified in a policy, procedure or another
internal document of your organization.
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Do you occasionally carry out random checks of your organization to check its
compliance with the PDPL?
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Explanation of Question No. 20.5:

From time to time you must arrange in your organization assessments in order to
understand whether or not your organization complies with the PDPL. Such
assessments may be conducted by your personnel (e.g. Data Privacy Officer, internal
audit) or by an external organization.
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